Opening page
In the following notes pages there is additional information and links.
*If you are not able to access the link from the notes page, copy and paste them in
to your browser of choice, should it not be displayed on the slide*
Nb: All links are correct as of the date of this presentation.
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The Cyber Aware tips are the baseline for members of the public from which all
guidance from the National Cyber Security Centre(NCSC) is applied:
https://www.ncsc.gov.uk/cyberaware/home
If you wish more in-depth guidance visit the associated page on the main NCSC
website:
https://www.ncsc.gov.uk/section/information-for/individuals-families#section_4
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More advice here:
https://www.ncsc.gov.uk/cyberaware#section_1
https://www.ncsc.gov.uk/cyberaware#section_2
https://www.ncsc.gov.uk/cyberaware#section_3
If you find id difficult to create passwords / remember passwords or you can not
store passwords in your ‘Browser’(Tip #3) you can use a password manager:
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/passwordmanagers
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Turn on 2 Factor Authentication
More information here: https://www.ncsc.gov.uk/cyberaware#section_4
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More advice here about setting up updates for your devices operating system:
https://www.ncsc.gov.uk/cyberaware#section_5
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More advice here about ‘Backing up Data’ :
https://www.ncsc.gov.uk/cyberaware#section_6
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Link to the 6 Days to Cyber Protect page: https://rlsd.co/p/QF1kKQ#
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What is “Phishing”
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The many other means by which offenders can target individuals and businesses.
If you get any or all of these, don’t react. Follow the advice from Take Five:
https://takefive-stopfraud.org.uk/
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The new National Cyber Security Centres “Suspicious Email Reporting Service”(Wef
April 2020) use the “report@phishing@gov.uk” email
https://www.ncsc.gov.uk/news/british-public-help-reach-milestone-againstscammers
"As of 30/09/20 the number of reports received stand at more than 2,930,000 with
the removal of 13,291 scams and 30,344 URLs.”
Guidance on suspicious emails, texts and calls:
https://www.ncsc.gov.uk/guidance/suspicious-email-actions
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Other examples of “Traditional Fraud crime types”
Computer Service Software Fraud, Courier Fraud etc, know the signs
Take Five, Stop and Think
Guidance from Take 5: https://takefive-stopfraud.org.uk/
Other advice for traditional door step fraud / rogue traders:
https://www.citizensadvice.org.uk/
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Data Breaches (An incident in which data, computer systems or networks are
accessed or affected in a non-authorised way)
Be aware of these, both historical and current, take note of those reported by
“trusted media sources”
Use the “Have I Been Pwned” https://haveibeenpwned.com/ site to check your
existing or past email accounts. If your email account shows up, ask yourself, is this
account still active?, have I changed the password word since the breach, if not then
do so. Follow the guidance provided and you can register your email address, to be
notified if it is included in a subsequent Data Breach.
Check your password. If it is known and you still use it on any of your email or social
media accounts change it. https://www.ncsc.gov.uk/cyberaware#section_1
Set up 2FA: https://www.ncsc.gov.uk/cyberaware#section_4
See the following slide, for how to .protect yourself, should you be notified of a Data
Breach
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What to do if you believe that you may be affected by an historical or reported Data
Breach?
How to protect yourself
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More guidance on “Smart Devices” in use in your home
https://www.ncsc.gov.uk/guidance/smart-devices-in-the-home
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More guidance here: https://www.ncsc.gov.uk/guidance/recovering-a-hackedaccount
Reporting via Action Fraud: https://www.actionfraud.police.uk/
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The next 4 slides are taken from the Action Fraud website:
https://www.actionfraud.police.uk/a-z-of-fraud/identity-fraud-and-identity-theft
ID Theft explained
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ID Fraud explained
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What should you do if you’ve been a victim of identity fraud?
(Copied from the Action Fraud website: https://www.actionfraud.police.uk/a-z-of-fraud/identity-fraud-and-identity-theft
Act quickly – you mustn’t ignore the problem. Even though you didn’t order those goods or open that bank account, the bad debts will end up under your name and address.
If you believe you’re a victim of identity fraud involving plastic cards (e.g. credit and debit cards), online banking or cheques, you must report it to your bank as soon as possible. Your bank will then be responsible for investigating the issue and they will
report any case of criminal activity to the police. The police will then record your case and decide whether to carry out follow-up investigations.
If you think you’re a victim of another kind of identity fraud, you must report the matter to the relevant organisation. Depending on their advice, you should then alert your local police force.
You should report all lost or stolen documents – such as passports, driving licences, plastic cards, cheque books – to the relevant organisation.
If you’re not sure which organisation to call, contact Action Fraud for advice.
Contact the Royal Mail Customer Enquiry line on 08457 740 740 if you suspect your mail is being stolen or that a mail redirection has been fraudulently set up on your address. The Royal Mail has an investigation unit that will be able to help you.
*Cifas (Cifas is a not-for-profit fraud prevention membership organisation, they are the UK’s leading fraud prevention service, managing the largest database of instances of fraudulent conduct in the country) in particular they offer a protective
registration service. This does have a financial cost of £25 for two years, but it places a flag on a name and personal details in their secure National Fraud database and any Company/Organisation that have signed up will see and will prevent fraudsters
from using his details to apply for products and services, you can find more information here: https://www.cifas.org.uk/services/identity-protection

Get a copy of your credit report. A credit report will show you any searches done by a lender, what date the search took place, what name and address it was done against and also for what type of application. It will also show what credit accounts are set
up in your name. You can contact any one of these credit reference agencies and receive support in resolving credit report problems caused by identity fraud. • Callcredit • Equifax • Experian • ClearScore • Noddle.
Look at your credit report closely. If you find entries from organisations you don’t normally deal with, contact them immediately. Remember to keep a record of all your actions, including the people you’ve spoken to and when, and keep copies of all
letters you send and receive.
The credit reference agencies will contact lenders on your behalf where fraudulent applications have been made or fraudulent credit accounts opened in order to restore your credit history to its former state.
Plastic cards
If your plastic cards are lost or stolen, cancel them immediately. Keep a note of the emergency numbers you should call.
When giving your card details or personal information over the phone, internet or in a shop, make sure other people cannot hear or see your personal information.
Documents
Keep your personal documents in a safe place, preferably in a lockable drawer or cabinet at home. Consider storing valuable financial documents such as share certificates with your bank.
Don't throw away entire bills, receipts, credit-or debit-card slips, bank statements or even unwanted post in your name. Destroy unwanted documents, preferably by using a shredder.
Passwords and PINs
Never give personal or account details to anyone who contacts you unexpectedly. Be suspicious even if they claim to be from your bank or the police.
Don't use the same password for more than one account and never use banking passwords for any other websites. Using different passwords increases security and makes it less likely that someone could access any other accounts.
Protecting the identity of deceased family members
Criminals sometimes use the identities of deceased persons to commit fraud, which can be very distressing for those close to the deceased.
The following websites offer deceased person mail preference services and provide further information on this issue:
The Bereavement Register
Deceased Preference Service
Mailing Preference Service
Credit reference agencies
The credit reference agencies provide a free victims of fraud service for anyone who has had their personal details used fraudulently. Importantly, the credit reference agencies liaise with each other, and the banks, to restore compromised personal credit
records. The service can be accessed by contacting Experian, Equifax or Callcredit by using the contact details below:
Equifax
Phone: 0800 121 4752
Web: www.equifax.co.uk/ask
Callcredit
Phone: 0870 060 1414
Email: vof@callcreditgroup.com
Experian
Phone: 0844 481 8000
Email: consumer.helpservice@uk.experian.com
Experian Credit Expert Web: www.creditexpert.co.uk
ClearScore Web: www.clearscore.com
Noddle Web: www.noddle.co.uk
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More guidance here:
Although aimed at businesses, CPNI’s Digital Footprint Campaign, contains a range of
useful materials (including posters and booklets) to help understand the impact of
your digital footprint.
Cyber Aware guidance: https://www.ncsc.gov.uk/guidance/social-media-how-to-useit-safely
Social media and children
Most social media accounts require users to be at least 13 years old. However, it is
easy to sign-up with a false date of birth. For expert advice about how to keep
children safe online, please refer to:
Thinkuknow: National Crime Agency: education programme for children
Internet Matters.Org: Social Media Tips
NSPCC: keep your child safe on social networks
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Action Fraud reporting process: via: https://reporting.actionfraud.police.uk/login
Some useful information
You can report fraud or cybercrime to Action Fraud any time of the day or night using our online reporting tool. Reporting
online is quick and easy. The tool will guide you through simple questions to identify what has happened and our advisors are
available twenty four hours to give you help and advice if you need it.
When reporting online you will be given the option to register, login to an existing account or continue as a guest.
By registering you will be able to:
Save and resume a partially completed report
Track progress of your report
Add information to your report
Call us to discuss your report
Receive an update by email
If you continue as a guest you will only be able to receive updates by email or post.
You can also report to us by calling 0300 123 2040 Monday to Friday 8am - 8pm. If you are calling from abroad please call +44
300 123 2040.
Reporting fraud to other organisations
If your report relates to any of the below, please follow the links to report it to the correct organisation.
Counterfeit Currency
Theft of a vehicle.
Suspicious online behaviour with or towards a child.
Online hate or bullying crime, material or messages.
Counterfeit medicine or medical devices available to purchase online.
Business or personal tax fraud or a related HMRC (Her Majesty's Revenue and Customs) matter.
Benefit fraud.
Immigration fraud.
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Examples of other guidance available from the NCSC
Small Business Guide
Response and Recovery
Protecting devices
Available from here:
https://www.ncsc.gov.uk/collection/small-business-guidance--response-andrecovery/resources
https://www.ncsc.gov.uk/information/infographics-ncsc
Guidance available from the NCSC, from advice, to staff training, to management /
board exercising.
https://www.ncsc.gov.uk/section/information-for/small-medium-sized-organisations
https://www.ncsc.gov.uk/information/exercise-in-a-box
https://youtu.be/HiTElb-p6Mo
+Exercise in a Box now has an additional “Working from Home” scenario
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Summary of the guidance given in the presentation
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Links to videos used in the original presentation + one from Cyber Griffin – Working
from Home
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Where to get advisory's or current information
Please follow the dedicated TVP Twitter account of @TVPCyber_Fraud for Cyber
Protect and Fraud prevention guidance and information (Not monitored – No
reporting)
Please take just a few moments to complete our anonymous engagement survey via
the above link, thank you.
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